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ABSTRACT

THE DIGITAL GLOBAL SUPPLY CHAIN: THE GROWING CASE FOR
BLOCKCHAIN TECHNOLOGY EXPANSION WITHIN GLOBAL
SUPPLY CHAIN
Jonathan Chichoni
Bachelor of Science - Global Supply Chain Department

In a competitive global market place, technology adoption and application in
supply chain is becoming increasingly important as companies seek to acquire
competitive advantages. Since blockchain’s advent to the global stage of modern
disruptive technologies, several questions remain unanswered pertaining to the
benefits that blockchain adoption poses to global supply chains. I apply a typology
analysis to a corpus of company filings, press releases and industry studies to better
understand the reasons for which global supply chains industry wide are adopting
blockchain technology and the specific benefits which they seek to exploit through
the use of blockchain. I characterize the intentions of management in a variety of
companies and industries through the application of importance scores applied to
company management’s expressed reasons for blockchain adoption into their global
supply chains. I standardize analysis by industry and key blockchain benefits applied
to supply chains. As a final application, I apply a case study analysis to early adopters
of blockchain to assess intentionality in adopting blockchain and the expected supply
chain benefits that are expected to result therefrom.
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I. Introduction
In the summer of 2017 I was sitting in a conference room in the J.P. Morgan
building on 270 Park Avenue in New York City. I was among attendees awaiting the
opportunity to hear from Jamie Dimon the CEO of J.P. Morgan Chase. After a short
introduction that lasted barely five minutes he opened the floor for Q&A. One
student stood up and asked Jamie regarding the applications of blockchain to banking
and what J.P. Morgan’s view was on the technology that underpins the
cryptocurrency Bitcoin. He was skeptic of Bitcoin but stated that he believed
blockchain to be a real phenomenon with market altering possibilities when in the
right hands. Since that private conference, J.P. Morgan Chase has adopted its own
blockchain platform called Quorum. The initial applications of blockchain have been
heavily adapted to fintech (financial technology) in an effort to make market making
and banking transactions more efficient and trustworthy. The application of
blockchain technology continued to be a theme of that discussion as students and
professionals alike displayed their interest in the subject with question after question.
As a global supply chain major, my mind began to spin around the potential
applications of blockchain technology to various sectors of the economy beyond
banking. After a careful study of blockchain my interest was piqued enough to
research its potential applications to global supply chain.
This thesis attempts to explore the benefits of applying blockchain technology
to supply chains in various industries. Keeping in mind that much of blockchain’s
benefits have yet to be seen in the supply chain sector despite the research that has
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been conducted and is currently under way, this thesis will focus on a theoretical
approach to the adoption of blockchain. I will use short case studies from early
adopters of blockchain in supply chain and use research conducted by top-tier supply
chain firms and consulting firms alike to theorize on the potential benefits that
blockchain presents to the supply chain industry. I will analyze the partnerships that
exist between corporations and their blockchain application partners to highlight the
beneficial aspects of blockchain to the world of supply chain management. I will
conduct a topology analysis that will focus on bringing to light the blockchain
benefits that matter most to companies as exhibited through their official statements
and press releases. The focus of this thesis is industry agnostic and I will use
companies in different sectors of the economy as case studies to make the case for
integrating blockchain into supply chains worldwide.

II. What is Blockchain?
Blockchain is a decentralized and digitally distributed ledger or database of
records and transactions that facilitates the process of recording transactions and
tracking assets in a business network. Those assets can be hard assets like food goods,
micro-chips or houses. They can also be digital assets like intellectual property,
branding, copyrights and documentation. Blockchain’s distributed ledger
encompasses a list of connected blocks stored on a distributed network that is
secured through cryptography. Blockchain derives its name from the manner in
which it stores transaction data, in blocks that link together to form a chain. Each
“block” contains encrypted information and hashed pointers to a previous block of
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information. The blocks record and confirm the time and sequence of transactions
within a network that is governed by rules created by the network participants. As the
number of transaction grows, so does the blockchain (Gupta 2017). Below is a
diagram that shows the transaction process on a blockchain network.

A and B wish to
conduct an ‘interaction’
or ‘transaction’.

Once validated,
a new block is created.

Cryptographic keys are
assigned to the interaction
that both A and B hold.

The interaction is
broadcast as verified by
a distribution network.

This block is added to the chain,
creating a permanent
‘Golden source’ of interaction.

The transaction between
A and B is completed.

Figure 1-1 How Blockchain Works (Standard Chartered 2018).

Blockchain technology is often referred to as a “de-centralized” technology
meaning that it does not depend on intermediaries such as banks, clearing houses or
escrow institutions to send, record, and store information. Traditional business
networks rely on using different and multiple ledgers for each participant in the
network. Blockchain allows all participants to be on the same network with a high
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degree of transparency and trust. Below are diagrams explaining the differences
between a blockchain network and the network that businesses currently use.

Figure 1-2: Business Networks with Blockchain (Gupta 2017)

This figure is illustrative of a few of the advantages of blockchain. As seen
above, the blockchain network makes the business network more efficient and
economical because it reduces duplication efforts and the need for intermediaries. All
parties are able to see and access the same ledger. In addition to this simplified
network shown in figure 1.2, a blockchain network operates on four key
characteristics:

Consensus
All participants in the blockchain network must agree on the network’s
validity. A blockchain network does this through trusted and transparent transactions
in four separate ways:
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1. Proof of stake: In order to validate transactions along a blockchain network the
“validators” or network participants in the chain must hold a certain
percentage of the network’s total value. It is generally supposed that this
feature can protect from malicious attacks on the network by reducing the
incentive for attacks and making it extremely expensive to execute attacks
(Gupta 2017).
2. Multi-signature: Each transaction along the blockchain network requires a
majority of the validators to agree that a transaction is valid (i.e. 6 out of 10
must agree that the transaction is valid). Multi-signature provides for enhanced
consensus among participants and greater security across the supply chain
(Gupta 2017).
3. Practical Byzantine Fault Tolerance (PBFT): This is an algorithm designed to settle
disputes among the competing network participants when one participant
generates a different transactional output than the other network participants
in the blockchain. This specific feature provides security from hacking in a
blockchain network (Gupta 2017).
4. Smart Contracts: Are agreements made by the network participants that govern
the different transactions along the blockchain network. They can contain
many contractual and binding clauses that can be self-executing and selfenforcing. They can provide better security to contract law and can reduce the
lead times between transactions because they are verifiable and self-
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enforcing/self-executing. Smart contracts provide integrity, traceability and
transparency across the supply chain (Gupta 2017).
In a business application, a blockchain has pluggable consensus which allows
for the network participants to determine which consensus measure is best to use for
a specific blockchain or function.

Provenance
Network participants are able to understand and confirm where the asset
came from and how the ownership of the asset has changed over time. A blockchain
network does this through its shared ledger technology. The shared ledger or
distributed ledger application of blockchain possesses the following functions:
1. Records all transactions that occur in the business network – the shared
ledger is the source of truth upon which all participants can independently
verify transactions and asset/information transfers (Gupta 2017).

2. Is shared among all network participants and through replication, each
network participant has a duplicate copy of the ledger. This allows for the
seamless sharing of information amongst all permissioned ledger
participants (Gupta 2017).
3. Is permissioned so network participants can only see the transactions that
they are authorized to see. Each network participant has an identity that
links to specific transactions but participants can choose the transaction
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information that other network participants are authorized to view. This
provides the necessary level of disclosure and network security to all
network participants (Gupta 2017).

Immutability
Network participants cannot tamper with transactions once they are recorded
in the shared ledger. If the transaction is an error, then another transaction must
occur to reverse the error with both transactions being visible to the network
participants. A key feature of blockchain’s immutability is its permissioned
technology and cryptographic technology:
1. Permissioned technology allows each network participant to grant or
restrict access to certain transactional details. Auditing parties in the
blockchain network that are trusted by all other network participants can
view that the transactions have taken place but can be restricted from
viewing the specific details of that transaction. Regulators can be allowed
to view all details of the transactions (Gupta 2017).
2. Cryptographic technology through the use of digital certificates provides
identifying information and is forgery resistant. The identities can also be
verifiable because they have been issued by a trusted and permissioned
agency (Gupta 2017).

Finality
There is only one single ledger where each network participant can go to
determine the ownership of an asset or the completion of a transaction. This ledger
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cannot be changed and can only be amended. Each amendment can be viewed and
tracked giving all participants knowledge of the amendment made (Gupta 2017).

III. A Brief History of Blockchain
The genesis of blockchain goes back several years before bitcoin, the famous
cryptocurrency. The underlying theories and research that preceded the creation of
blockchain is more defined than the founder/group of founders operating under the
pseudonym Satoshi Nakamoto. In 1991 Stuart Haber and W. Scott Stornetta
published their research on cryptographically secured blocks in the Journal of
Cryptography with the title “How to time-stamp a digital document.” Their paper
brought to light the first sequence of inalterable chains of digital documents whose
time stamps and alterations could not be fraudulently changed (Haber 1991).
The discussion around cryptography and “blocks” evolved to generate the
innovation of a de-centralized network file system that not only included
cryptographic time stamping signatures on documents but also a network file system
based on trust between two “block writers.” These innovations were published in
2002 at The Symposium on Principles of Distributed Computing by David Mazieres
and Dennis Shasha (Mazieres, Shasha 2002). Ultimately in 2008, blockchain
technology as we know it today was released as a distributed ledger technology and in
2009 became the underlying technology behind the cryptocurrency bitcoin. Its creator
or group of creators whose identities are not known, are identified under the
pseudonym Satoshi Nakamoto.
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Near the time of blockchain’s development there was a growing global
appetite for e-commerce, online banking, an increasing mobility of people (lower
travel costs, see figure 1-6) and the rise of the Internet of Things (IoT). Each of these
market dynamics presented unique challenges. First, in order to fuel global ecommerce growth, IoT expansion and online banking, payment networks needed to
be faster than ever. Despite the creation of companies like PayPal and other
merchant payment processing companies, many business transactions remained and
to this day still remain inefficient. The time between the exchange of goods at the
point of transaction and settlement can be long (especially in supplier transactions
along a value chain). Many credit card companies created and have continued to
sustain high prices of entry leaving individuals and companies to pay the cost of
onboarding and dealing with the time-consuming vetting and paperwork processes.
Additionally, according to the World Bank over half the population in the world did
not have access to a bank account in 2009 and over two billion people today still
remain without a bank account (World Bank 2017).
E-commerce could not actively engage those individuals due to lack of
resources and consumer verification standards. Centralized systems such as banks
placed all market participants at risk of fraud, cyber-attacks, network issues and
systemic risk as seen in 2008. The presence of these intermediaries created
inefficiencies through the need for third-party validation and duplication of efforts
across transactions. These only added to the challenges of e-commerce, online
banking and IoT growth. The increasing mobility of people created an issue with
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dealing with local currencies with and the slow and inefficient process of dealing with
exchanging currencies. Hard currency was only useful in local transactions and in
relatively small amounts. Against this backdrop blockchain was created as a means of
resolving these issues by providing benefits that would strengthen transparency, cost
savings, time efficiency and trust among market participants.

IV. Blockchain Benefits Applied to Global Supply Chains
Companies worldwide can benefit from adopting business blockchain
networks into their global supply chains. The benefits of blockchain that will be
analyzed in the case studies presented in this thesis are the following:
1. Time savings: Transaction times for multi-faceted and multi-party supply
chains can be cut from significantly. The de-centralized nature of a
blockchain network allows this to happen. Supply chain’s lead times can be
cut even shorter and lag times can decrease also.
2. Security improvements: The distributed ledger technology component of
blockchain protects against tampering, cybercrime, fraudulent products
and hacking. This occurs through the permissioned cryptographic
technology that can identify all network participants in the blockchain. The
consensus features proof of stake, multi-signature, practical byzantine fault
tolerance and smart contracts protect supply chains and all participants
from counterfeit records, fraudulent goods and hacking attempts.
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3. Auditability: Regulators and trusted 3rd party auditors can more efficiently
and more easily monitor a single ledger that records all transfers of asset
ownership and transactions. As supply chains extend across borders,
jurisdictions and modes of transportation, the relevant supply chain parties
in the network can audit the necessary documentation to move supplies in
real time and in an automated format.
4. Enhanced levels of trust and transparency: Each network participant
can determine which details of which transactions are visible to the other
network participants. Permission can be granted to regulatory authorities
and to trusted 3rd party auditors to view ownership transfer and transaction
information in greater detail. Supply chains can keep relevant internal data
to themselves while also offering distributors and suppliers certain
informational details the transparency required to streamline the process of
shipment, information, documentation and cash management. This
becomes critical in large, complex supply chains that have multiple players
that operate in multiple national jurisdictions.
5. Enhanced operational efficiency: By digitizing the ownership of assets
and the use of smart contracts, transactions and transfer of ownership can
occur at a greater speed with lower lead times and fewer bottlenecks.
Supply chains can optimize and streamline all the necessary flow of
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information, money and goods at speeds without slowing down the supply
chain.
6. Potential for cost savings: Due to less oversight constraints,
intermediaries, and less duplication of effort across the blockchain
network, costs can be reduced significantly.
7. Traceability: Blockchain seamlessly tracks assets on a single line
(blockchain) from origin to end destination. This provides a benefit along
the end to end supply chain in identifying sourcing groups, the assets
themselves, and those involved along the supply chain. The chain of
custody of assets is tamper resistant giving the network participants the
ability to trace assets origins and destinations. Supply chains can monitor,
track and trace goods as they move from point of origin to point of
delivery.

V. Literature Review
As I began to explore the state of blockchain adoption and the possibilities
that blockchain adoption presents in global supply chain, some key points of
literature were fundamental to gaining an understanding of the underlying
technology. These key pieces of literature were also key in understanding blockchain’s
potential benefits in supply chain. Most sources of literature are in the form of white
papers written by technology and consulting companies, while others are research
theses written with scholarly intentions. In addition to these types of literature, I also
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analyzed and researched the press releases, annual filings, and company reports
regarding the partnerships different companies had arranged in adopting blockchain
technology into their global supply chains.
Ironically enough, the major literary work (but not the only work) that I used
in understanding the underlying technology of blockchain is a book titled
“Blockchain for Dummies the IBM Limited Edition” written by Manav Gupta.
Manav Gupta is the CTO of IBM Cloud Canada. His expertise includes leading
several first-of-a-kind projects across North America in the areas of Cloud, Big Data
and Blockchain. I felt this literary source was compelling because many of the
companies that are adopting blockchain into their supply chains have done it in
partnership with IBM. In his book, Gupta details the fundamentals of blockchain
technology as being consensus, provenance, immutability and finality. He argues that
these four key characteristics make blockchain attractive to business applications of
all orders, not just global supply chain. He further details what components of
blockchain make it suitable for business. He groups several characteristics of
blockchain such as shared ledger technology, permissions and smart contracts to
applications and pain points in global business. Among the pain points that he
highlights that businesses suffer from are A) information frictions B) interaction
Frictions and C) innovation frictions (Gupta 2017). I have adapted an understanding
of these frictions in my analysis and case studies.
Other important works of literature in defining the state of adoption of
blockchain in global supply chain are Gartner’s publication “Blockchain
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fundamentals for supply chain” and Cognizant’s many articles detailing the
technological advantages and state of blockchain adoption in the supply chain
industry.
Gartner’s publication takes a proofs of concept focus on three areas of
blockchain technology in supply chain. These three areas are: visibility/traceability,
efficiency improvement and verification of authenticity. The Gartner team theorizes
that these are the most important applications of blockchain in supply chain given
they are the main focus of supply chain groups who have adopted the technology
thus far. The Gartner publication differs from some of the other white papers in the
industry in defining the challenges of widespread blockchain adoption which include:
data interoperability, use-case evolution, steep learning curve, nebulous links between
physical and informational flows, scalability, business development and establishing
an ecosystem. Gartner’s research team is of the opinion that blockchain technology in
supply chain is more hype than meaningful substance. The report states “It also does
not make it better than existing alternatives that might employ conventional
technology. In fact, conventional technology might be the only way to address certain
needs today (Gartner 2018).” Gartner urges supply chain executives to remain
healthily skeptical and focus their efforts on working closely within their industry to
understand blockchain’s status.
Cognizant’s report “Blockchain in Manufacturing: Enhancing Trust, Cutting
Costs and Lubricating Processes across the Value Chain” details through a study with

Published by BYU ScholarsArchive, 2018

25

Marriott Student Review, Vol. 2, Iss. 2 [2018], Art. 5

26

major manufacturing global supply chain managers and executives that the supply
chain industry as a whole recognizes the potential of blockchain. Their survey data
shows that three-quarters of respondents say they believe that blockchain will be
important or very important to the future of the supply chain industry. However,
according to their survey, 56% of respondents stated that understanding blockchain
use cases was a top internal barrier to adoption. The report then details the expected
use cases of blockchain in supply chain and their correlating benefits and limitations
(Cognizant 2017). The list is too exhaustive to list here but certainly informs the case
studies that will be analyzed later in this thesis.
The press releases for Walmart, Maersk, The Government of Dubai and
Merck explain the logic behind each company’s decision to adopt blockchain. They
explain the benefits of blockchain that each company is trying to achieve and the
results that they have witnessed as a result of adopting blockchain technology. They
offer the most comprehensive and accurate views as to the opinions of management
regarding blockchain.
The sources listed above are by no means exhaustive. I have also included
literature and research from Deloitte, PWC, KPMG, SAP, The World Trade
Organization, Forbes, McKinsey, Harvard Business Review, The Blockchain
Research Institute as well as several others. A more extensive list of sources can be
found in the bibliography section.
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VI. Dataset Description
The dataset used in compiling the 64 companies included in my typology
research includes 400+ official company press release documents, news release
documents, company filings, conference logs, and interviews. Each of these data
sources have been released after the year 2015 and range in detail from the reasons
for adopting blockchain into each respective company’s supply chain operations to
the advantages that certain components of blockchain presented to each respective
company. As I analyzed the documents I began to realize which portions of the data
were more relevant in developing my typology analysis.

Methodology
In order to begin identifying the key benefits that blockchain would bring to
the field of supply chain I read the most current white papers and blockchain
research from groups including but not limited to Cognizant, Deloitte, IBM,
McKinsey, SAP, Harvard Business Review and The Blockchain institute. I further
verified these key benefits of blockchain to the supply chain industry by analyzing
four separate case studies of early blockchain adopters in supply chain. I analyzed
their published results, opinions and statements of their executives and supply chain
officials in regards to their blockchain pilot tests. I have provided the case studies
after the typology analysis.
I have listed seven key supply chain benefits that companies can achieve
through the adoption of blockchain technology. The description of each has already
been listed above but as a reminder they are:
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1.
2.
3.
4.
5.
6.
7.

Time Savings
Security Improvements
Auditability
Enhanced Trust
Operational Efficiency
Cost Savings
Traceability

The typology analysis attempts to determine the main reasons for which
companies in different industries have adopted blockchain for their global supply
chain operations. Information and published results of pilot and beta tests are sparse
and hard to come by with sufficient data. This is mainly because companies do not
need to publicly disclose the results and pilot tests are in their early stages for most
adopters. In the instances where official published numerical data could not be
found, I turned to the press releases and public statements from company officials
involved with the pilots and beta tests. At times they were very detailed as in the case
of Maersk and Walmart. In other instances they were more general. In the instances
that were more general, I researched additional news sources, press releases, public
company filing reports and interviews with company officials to get a more holistic
view of management’s intentions in adopting blockchain. I used these resources to
determine which key supply chain benefits each company had sought to take
advantage of in their adoption of blockchain. I exerted great detail in determining
which of these advantages mattered most to each company and applied an
“importance score” to each key supply chain benefit. While a diction analysis with an
algorithmic component might have proven beneficial to the methodology, I relied on
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determining the benefits by correlating the words chosen by management to describe
the expected outcomes of blockchain adoption with the key supply chain benefits
listed above. In most all cases management referenced a specific benefit with an exact
diction match to a benefit listed above. The key benefits that were determined to be
of greater priority to management received numerical votes on a sliding 1-7 scale. A
vote of 1 signifies it is the primary reason or most important reason to management
for adopting blockchain. A vote of 7 means that that specific supply chain benefit is
important, just lesser to the other benefits. A single company has up to seven votes
but will not always be assigned seven votes if company management did not state or
determine their intentions to take advantage of a certain blockchain supply chain
benefit. Each vote is assigned the following importance scores:
Importance Scores
Vote of 1: 70 points
Vote of 2: 60 points
Vote of 3: 50 points
Vote of 4: 40 points
Vote of 5: 30 points
Vote of 6: 20 points
Vote of 7: 10 points
In combining these scores with all the surveyed companies in a given industry
we can theorize more closely on the key supply chain benefits for which an industry
adopts blockchain technology. My analysis does present an equality bias in the cases
where it was more difficult to determine the importance of a key supply chain benefit
to management. In an effort to derive differentiation between different key benefits,
no benefits received the same importance score. In the event that company
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management equally sought after more than one supply chain benefit in their mind, I
placed the higher importance score on the benefit that they stated first. This did not
occur often and represents less than 15% of companies analyzed.
Ultimately this thesis will not be able to perfectly determine the intentionality
of each company’s management team in adopting blockchain and a sensible amount
of skepticism should accompany this analysis as with all analyses.

VII. Typology Analysis
My typology analysis begins with 64 different companies across several
industries. The table below illustrates each of the companies I used in my typology
analysis. I grouped the companies included in my analysis by the industries in which
they operate. It should be noted that in many cases several companies will operate in
a specific niche of an industry and may not be perfectly comparable to the peer
companies listed in a specific industry set. For example, Boeing, Airbus and
Lockheed Martin compete in aerospace manufacturing and engineering but Lockheed
Martin’s majority niche is in aerospace defense manufacturing and engineering.
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Table 1: Companies & Industries
Company Name

Industry

Company Name

Industry

Airbus

Aerospace and Defense

Bosch

Manufacturing (Automotive)

Boeing

Aerospace and Defense

3M

Manufacturing (Diversified Technology)

Lockheed Martin

Aerospace and Defense

BeLink Technology

Manufacturing (Electronic Equipment)

British Airways

Airline Transport

Nokia

Manufacturing (Electronic Equipment)

Emirates Airlines

Airline Transport

Samsung

Manufacturing (Electronic Equipment)

Luftansa

Airline Transport

Toyota

Manufacturing (Electronic Equipment)

Dow Chemical

Chemicals

Koch Supply and Trading

Natural Resources (Commodities Trading)

DuPont

Chemicals

BHP Billiton

Oil and Gas Exploration and Production

Cisco

Communications Equipment BP

Proctor & Gamble

Consumer Goods

Shell

Oil and Gas Exploration and Production

Unilever Plc

Consumer Goods

Tetra Pak

Packaging and Processing

JD.com

E-Commerce

Merck

Pharmaceuticals

Overstock

E-Commerce

Pfizer

Pharmaceuticals

Dole Food Company

Foods

Amgen

Pharmaceuticals (Biotechnology)

Driscoll's Inc

Foods

Genentech

Pharmaceuticals (Biotechnology)

Golden State Foods Corp

Foods

Sanofi

Pharmaceuticals (Biotechnology)

McCormic & Co

Foods

Kroger Co

Retail

Nestle SA

Foods

Walmart

Retail

Tyson Foods Inc

Foods

Foxconn

Retail & Finance (Electronics)

Rotterdam Port

Government

APM Terminals

Trade (Ports and Terminals)

Port Houston

Government

PSA International

Trade (Ports and Terminals)

Customs Office Netherlands

Government Regulator

TMW

Transportation (Logistics Software)

Dubai Government

Government Regulator

FedEx

Transportation (Logistics)

Government of India

Government Regulator

UPS

Transportation (Logistics)

Peruvian Customs

Government Regulator

Penske

Transportation (Logistics)

Singapore Customs

Government Regulator

Maersk

Transportation(Ocean Shipping)

U.S. Customs

Government Regulator

BNSF Railway

Transportation (Railroad)

General Electric

Industrial Conglomerates

Pacific International Lines

Transportation (Shipping Containers)

Hitachi

Industrial Conglomerates

Mahindra Group

Industrial Conglomerates

Sany

Industrials Conglomerates

DeBeers

Minerals

Brilliant Earth

Minerals

Agility Logistics

Logistics

Aria Logistics

Logistics

McLane Co.

Logistics (Foods)
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Table 1 provides a comprehensive listing of each company analyzed in this
thesis. Each company is grouped by industry with sub-industries included in some of
the industry categorizations. Each company listed has adopted or announced plans to
adopt blockchain into their supply chain. The above listing of companies is
representative of major industry players who have a significant portion of market
share in their respective niche. Industries which are more supply chain intensive such
as transportation and manufacturing are expected to be over represented in this
analysis. While not comprehensive, I believe the list to be sufficient for the needs and
designs of this analysis.

Table 2: Aerospace & Defense
Companies Represented
Industry

Airbus

Aerospace and Defense

Boeing

Lockheed Martin

Importance Level
Total Votes 1 Total Votes 2 Total Votes 3 Total Votes 4 Total Votes 5 Total Votes 6

Total Votes 7

Time Savings

0

1

0

1

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

2

0

0

0

0

Enhanced Levels of Trust

2

0

0

0

0

0

0

Enhanced Operational Efficiency

0

2

0

0

0

0

0

Cost Savings

0

0

0

1

0

0

0

Traceability

1

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Aerospace & Defense Importance Totals
Blockchain Benefit

Importance Score

Enhanced Levels of Trust

140

Enhanced Operational Efficiency

120

Time Savings

100

Auditability

100

Traceability

70

Cost Savings

40

Security Improvements
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Table 2 summarizes the key supply chain benefits of blockchain adoption that
the aerospace and defense industry seeks to incorporate in their pilot tests. It should
be noted that three of the largest companies – Airbus, Boeing and Lockheed Martin
are used as proxies for the aerospace and defense industry. The key supply chain
benefits being sought after in pilot testing are enhanced levels of trust and operational
efficiency. However, auditability and time savings are within 40 points of the highest
priority benefit. This makes sense given that aerospace and defense is a highly
regulated industry and is dependent on multiple suppliers that require access to highly
classified and novel research. Information sharing and trust is key among supply
chain participants as is the ability to remain compliant with international regulations.

Table 3: Airline Transport
Companies Represented
Industry

Emirates Airlines

Airline Transport

British Airways

Luftansa

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

3

0

0

0

0

0

0

Security Improvements

0

0

0

0

3

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

3

0

0

0

0

0

Enhanced Operational Efficiency

0

0

1

0

0

0

0

Cost Savings

0

0

0

3

0

0

0

Traceability

0

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Airline Transport Importance Totals
Blockchain Benefit

Importance Score

Time Savings

210

Enhanced Levels of Trust

180

Cost Savings

120

Security Improvements

90

Enhanced Operational Efficiency

50

Auditability

0

Traceability

0

Published by BYU ScholarsArchive, 2018

33

Marriott Student Review, Vol. 2, Iss. 2 [2018], Art. 5

34

Table 3 indicates that time savings is the highest priority advantage sought
after through blockchain adoption in the airline transport industry. Each of the
companies’ management teams disclosed the need to save on time with bookings
across many different travel companies, documentation requirements for passengers
and the need to speed up information flow lines between airport operators and
company employees. Enhanced levels of trust, cost savings, security improvements
and operational efficiency are also sought after benefits of blockchain by
management teams in the airline transport industry.
This corroborates a common view that the airline carrier industry is very time
sensitive. Management in this industry is exploring blockchain technology to improve
time performance. Airlines house data in numerous siloed systems from passenger
service to crew management. Most airline systems are characterized by a mix of data
that they store to facilitate one single traveler. With large amounts of data stored in
multiple single systems, data exchange times are difficult and slow at times. Beyond
the issue of efficiency and timing in data management, blockchain poses the benefit
of saving time in verifying and securing the identities of flying passengers through the
use of its cryptographic shared ledger. This could potentially reduce many frictions in
the security processes for passengers and their cargo.
A careful study of Lufthansa’s pilot test reveals that blockchain enables them
to achieve higher levels of trust between the consumer and the airline while
streamlining the efficiency of going direct to consumer with ticket sales. This could

https://scholarsarchive.byu.edu/marriottstudentreview/vol2/iss2/5

34

honi and Webb: THE DIGITAL GLOBAL SUPPLY CHAIN: THE GROWING CASE FOR BLOCKCHAIN TECHNOLOGY EXPANSION WITHIN GLOBAL SUPPLY CH

35

represent a problem for OTA’s like Priceline. Priceline’s pricing power and revenue
sharing structures with airlines like Lufthansa are expected to decrease while enabling
airlines to get to consumers faster – a unique strategy to enhance operational
efficiency, increase trust between airlines and the consumer and cut down on time
and cost intensive operations.

Table 4: Chemicals
Industry

Companies Represented

Chemicals

DuPont

Dow Chemical

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

2

0

0

0

0

0

0

Enhanced Operational Efficiency

0

2

0

0

0

0

0

Cost Savings

0

0

0

0

0

0

0

Traceability

0

0

2

0

0

0

0

Score Application

70

60

50

40

30

20

10

Chemicals Importance Totals
Blockchain Benefit

Importance Score

Enhanced Levels of Trust

140

Enhanced Operational Efficiency

120

Traceability

100

Security Improvements

0

Auditability

0

Cost Savings

0

Time Savings

0

Table 4 illustrates that current pilot tests conducted by players in the chemical
industry are focused on enhanced levels of trust, operational efficiency and
traceability. These results are corroborated by findings in the nature of the chemicals
industry. Chemical companies have a deep and lengthy line of suppliers that span
different continents. In addition, some of the industry pain points are navigating the
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flow of documents, data, intellectual property and physical goods along
intercontinental supply chains. Managing all of these parties in procurement,
shipping, logistics, etc. entails a significant amount of non-verifiable trust.
Blockchain’s distributed ledger technology allows for both traceability of chemicals
and documents in the supply chain as well as increasing levels of trust/transparency
with suppliers. It is to be expected that enhanced levels of trust and transparency will
also increase operational efficiency across supply chains in the chemicals industry.

Table 5: Communications Equipment
Industry

Companies Represented

Communications Equipment

Cisco
Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

1

0

0

0

Security Improvements

0

0

0

0

1

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

1

0

0

0

0

0

Enhanced Operational Efficiency

1

0

0

0

0

0

0

Cost Savings

0

0

1

0

0

0

0

Traceability

0

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Communications Equipment Importance Totals
Blockchain Benefit

Importance Score

Enhanced Operational Efficiency

70

Enhanced Levels of Trust

60

Cost Savings

50

Time Savings

40

Security Improvements

30

Auditability

0

Traceability

0

Table 5 illustrates only one company: Cisco. Cisco is the dominant player in
the communications equipment space and has varied and nearly equal reasons across
the spectrum for adopting blockchain in their supply chain. In addition to adopting it
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in their operations they have also begun to build products that incorporate
blockchain technology for their clients. The only benefits not openly sought after by
Cisco are auditability and traceability. This is to be expected given they do not
operate in a particularly regulated industry nor an industry that requires excessive
amounts of traceability despite large supplier networks. It is therefore indicated that
the communications equipment industry seeks to obtain operational efficiency, trust,
cost savings, security and time savings benefits in their supply chain.

Table 6: Consumer Goods
Industry

Companies Represented

Consumer Goods

Unilever Plc Proctor & Gamble
Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

2

0

0

0

0

0

Enhanced Operational Efficiency

0

0

2

0

0

0

0

Cost Savings

0

0

0

2

0

0

0

Traceability

2

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Consumer Goods Importance Totals
Blockchain Benefit

Importance Score

Traceability

140

Enhanced Levels of Trust

120

Enhanced Operational Efficiency

100

Cost Savings

80

Time Savings

0

Security Improvements

0

Auditability

0

Table 6 summarizes the consumer goods industry’s focus on harnessing the
benefits of traceability and enhanced levels of trust among supply chain network
participants. Supply chain networks in the consumer goods industry have a large
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amount of tiered suppliers that span the globe. In addition to their size they are also
very complex given the sheer amount of different products (SKUs) that firms in this
industry offer. This table indicates that the ability to trace products, suppliers as well
as documents and payments across these complex supply chains is top of mind for
supply chain managers in the consumer goods industry. Supply chain officials are
harnessing blockchain for this purpose.

Table 7: E-Commerce
Industry

Companies Represented

E-Commerce

JD.com

Overstock

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

1

1

0

0

0

0

0

Enhanced Operational Efficiency

0

1

0

0

0

0

0

Cost Savings

0

0

0

0

0

0

0

Traceability

1

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

E-Commerce Importance Totals
Blockchain Benefit

Importance Score

Enhanced Levels of Trust

130

Traceability

70

Enhanced Operational Efficiency

60

Time Savings

0

Security Improvements

0

Auditability

0

Cost Savings

0

Table 7 demonstrates that supply chain management in the e-commerce
industry is more concerned about enhanced levels of trust with a trust score 60 points
higher than the following expected benefits of traceability and operational efficiency.
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This is largely driven by the need to trace food goods that are being offered by more
and more e-commerce firms. JD.com has specifically placed blockchain in their
supply chain network to track beef through the supply chain. With blockchain’s
distributed ledger technology JD.com expects to enhance their ability to view the
workings of their suppliers thus giving them transparency and deeper levels of trust
with tier-3 and tier-4 suppliers.

Table 8: Foods
Companies Represented

Industry

Tyson Foods Inc

Driscoll's Inc

McCormic & Co

Nestle SA

Dole Food Company

Foods

Golden State Foods Corp
Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

6

0

0

0

0

0

Enhanced Operational Efficiency

0

0

6

0

0

0

0

Cost Savings

0

0

0

6

0

0

0

Traceability

6

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Foods Importance Totals
Blockchain Benefit

Importance Score

Traceability

420

Enhanced Levels of Trust

360

Enhanced Operational Efficiency

300

Cost Savings

240

Time Savings

0

Security Improvements

0

Auditability

0

Table 8 demonstrates a high concern from supply chain management in the
food industry for traceability and enhanced levels of trust/transparency. The high
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importance scores in these two categories demonstrate a strong unity among industry
participants in seeking to exploit these key benefits of blockchain. As will be
demonstrated by the case study with Walmart, each company listed in this industry
analysis joined a consortium focused on exploiting the advantages listed above in
perfect unison in terms of order of importance. This gives us reason to assume that
the analysis in table 8 is very closely associated with the food industry’s expectations
in adopting blockchain.
Table 9: Government Regulators
Governments Represented
Port Houston
U.S. Customs
Customs Office Netherlands
Dubai Government
Government of India
Rotterdam Port
Industry

Singapore Customs

Government Regulator

Peruvian Customs
Importance Level
Total of 1 Total of 2

Total of 3 Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

7

0

0

1

0

0

Security Improvements

0

1

0

0

0

0

0

Auditability

8

0

0

0

0

0

0

Enhanced Levels of Trust

0

0

0

0

0

1

0

Enhanced Operational Efficiency

0

0

8

0

0

0

0

Cost Savings

0

0

0

0

0

0

1

Traceability

0

0

0

8

0

0

0

Score Application

70

60

50

40

30

20

10

Government Importance Totals
Blockchain Benefit

Importance Score

Auditability

560

Time Savings

450

Enhanced Operational Efficiency

400

Traceability

320

Security Improvements

60

Enhanced Levels of Trust

20

Cost Savings

10
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Table 9 represents government aspirations for blockchain across a vast array
of supply chain functions. Most prominently represented are customs and trade
regulators. The ability to audit trade and transactions is of most importance. This is
obvious but in addition to auditability, a high importance score for time savings and
operational efficiency is also noted. Government regulators from Dubai to the
Netherlands are adopting blockchain to speed up the trade and regulations process as
a way of speeding the flow of business. Noted in many of their press releases and
partnerships was the belief that economic growth could occur through incorporating
regulation into global supply chain networks by the use of permissioned access and
smart contracts. Documentation transfer and approval times are some of the greatest
bottlenecks and causes of longer lead times in global trade. Government regulators
worldwide believe that blockchain adoption could greatly reduce time lags caused by
documentation transfer and approval.
Of least importance to regulators are cost savings. Only Dubai manifested an
open interest in exploring blockchain for that reason.
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Table 10: Industrial Conglomerates
Companies Represented
Industry

Mahindra

Hitachi

Industrial Conglomerates

General Electric

Sany

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

1

0

0

0

0

0

0

Auditability

0

0

1

0

0

0

0

Enhanced Levels of Trust

1

1

0

0

0

0

0

Enhanced Operational Efficiency

1

2

0

1

0

0

0

Cost Savings

0

0

0

0

0

0

0

Traceability

1

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Industrials Importance Totals
Blockchain Benefit

Importance Score

Enhanced Operational Efficiency

230

Enhanced Levels of Trust

130

Security Improvements

70

Traceability

70

Auditability

50

Time Savings

0

Cost Savings

0

Table 10 is not entirely indicative of the industrials industry. The companies
selected in this industry are diversified and are large players in a wide variety of global
industrials from electronics to multi-functional appliances. The results above indicate
that supply chain managers in the industrials industry are most keen on improving
their operational efficiency through blockchain. This is to be expected given that
industrials companies are typically operationally intensive with many general costs
being associated with day to day operations. Operational improvements are usually
tied with cost savings. The lack of an importance score for cost savings may be
contrary to industrials industry intuition. It is important to remember that increased
operational efficiency usually leads to lower costs but supply chain managers have not
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specifically targeted certain costs which they desire to lower with blockchain in public
statements.

Table 11: Minerals (Jewelry)
Industry

Companies Represented

Minerals (Jewelry)

DeBeers

Brilliant Earth

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

1

0

0

0

0

0

Enhanced Operational Efficiency

0

1

0

0

0

0

0

Cost Savings

0

0

0

0

0

0

0

Traceability

2

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Minerals Importance Totals
Blockchain Benefit

Importance Score

Traceability

140

Enhanced Levels of Trust

60

Enhanced Operational Efficiency

60

Time Savings

0

Security Improvements

0

Auditability

0

Cost Savings

0

Table 11 focuses on blockchain adoption purposes in the jewelry segment of
the minerals industry. Traceability is of the greatest importance as expressed by
management at DeBeers and Brilliant Earth. This is largely due to the effort that
jewelers have placed in sourcing conflict free diamonds. Hence, traceability has the
highest importance score in this segment of the minerals industry.
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Table 12: Logistics
Industry

Companies Represented

Logistics (Foods)

McLane Co.

Logistics

Agility Logistics

Aria Logistics

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

2

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

3

0

0

0

0

0

Enhanced Operational Efficiency

0

0

3

0

0

0

0

Cost Savings

0

0

0

1

0

0

0

Traceability

3

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Logistics Importance Totals
Blockchain Benefit

Importance Score

Traceability

210

Enhanced Levels of Trust

180

Enhanced Operational Efficiency

150

Time Savings

80

Cost Savings

40

Security Improvements

0

Auditability

0

Table 12 illustrates that management teams in the logistics industry are most
closely concerned with increasing traceability, enhanced levels of trust across
distributors and suppliers and enhanced operational efficiency. I note a strong
correlation between these benefits of blockchain and the logistics business model.
Traceability is the highest priority benefit manifested in importance score but also
containing three 1 votes of importance.
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Table 13: Manufacturing
Industry

Companies Represented

Manufacturing (Automotive)

Toyota

Manufacturing (Diversified Technology)

3M

BeLink Technology

Manufacturing (Electronic Equipment)

Nokia

Samsung

Bosch

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

1

0

0

0

Security Improvements

3

2

1

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

2

3

0

0

0

0

0

Enhanced Operational Efficiency

0

1

2

0

0

0

0

Cost Savings

0

0

0

1

0

0

0

Traceability

0

1

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Manufacturing Importance Totals
Blockchain Benefit

Importance Score

Security Improvements

380

Enhanced Levels of Trust

320

Enhanced Operational Efficiency

160

Traceability

60

Time Savings

40

Cost Savings

40

Auditability

0

Table 13 demonstrates that management teams in the manufacturing industry
are interested in a nearly every supply chain benefit save auditability. Surprisingly,
security improvements gained the highest important scores – slightly above enhanced
levels of trust/transparency. Interestingly, 3 of the 6 companies in the analysis listed
security as their number one expected benefit and reason for adopting blockchain
while enhanced levels of trust and transparency was the second most sought after
benefit with two 1 votes. Companies in the manufacturing industry nearly split
between security and trust. In the case of 3M, security is the primary concern as
management seeks to detect and deter tampering in their supply chain. Enhanced
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operational efficiency is to be expected given the process and operations nature of
the manufacturing industry.

Table 14: Natural Resources
Industry

Companies Represented

Natural Resources (Commodities Trading)

Koch Supply and Trading
Importance Level

Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

1

0

0

0

0

0

Enhanced Operational Efficiency

0

0

0

0

0

0

0

Cost Savings

1

0

0

0

0

0

0

Traceability

0

0

1

0

0

0

0

Score Application

70

60

50

40

30

20

10

Natural Resources Importance Totals
Blockchain Benefit

Importance Score

Cost Savings

70

Enhanced Levels of Trust

60

Traceability

50

Time Savings

0

Security Improvements

0

Auditability

0

Enhanced Operational Efficiency

0

Table 14 exists with a caveat to the natural resources industry. Koch Supply
and Trading is a commodities trading firm that helps companies in the natural
resources industry hedge their underlying commodities price movement risk. While
Koch Trading & Supply is better included in the financial services industry, the
analysis demonstrates that blockchain is viewed as a solution to cost savings issues,
trust/transparency issues and traceability issues by supply chain supporting firms.
The importance scores in table 14 indicate that financial services used to support
natural resources firms and their supply chains believe that they can use blockchain to
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cut costs on their trading platforms through the use of blockchain’s decentralized
distributed ledger technology.

Table 15: Oil & Gas Exploration
Companies Represented
Industry

BHP Billiton

Oil and Gas Exploration and Production

BP

Shell

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

1

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

1

2

0

0

0

0

0

Enhanced Operational Efficiency

0

0

0

0

0

0

0

Cost Savings

2

0

0

0

0

0

0

Traceability

0

0

3

0

0

0

0

Score Application

70

60

50

40

30

20

10

Oil & Gas Exploration Importance Totals
Blockchain Benefit

Importance Score

Enhanced Levels of Trust

190

Traceability

150

Cost Savings

140

Security Improvements

60

Time Savings

0

Auditability

0

Enhanced Operational Efficiency

0

Table 15 illustrates that supply chain management in the oil and gas
exploration industry is more closely concerned with obtaining enhanced levels of
trust/transparency in their supply chains through the use of blockchain. It is
important to note however that cost savings received the most 1 votes which may
initially imply a stronger priority relationship for the industry as a whole on cost
savings. The secondary importance of trust and transparency to two of the companies
analyzed is sufficient to lead us to believe that both cost savings and
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trust/transparency in the supply chain are of equal priority to the industry as a whole.
All three companies agree on the importance of trust/transparency while only two
agree on the prioritization of cost savings at all.

Table 16: Packaging & Processing
Industry

Companies Represented

Packaging and Processing

Tetra Pak
Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

1

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

0

0

1

0

0

0

Enhanced Operational Efficiency

1

0

0

0

0

0

0

Cost Savings

0

1

0

0

0

0

0

Traceability

0

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Packaging & Processing Importance Totals
Blockchain Benefit

Importance Score

Enhanced Operational Efficiency

70

Cost Savings

60

Time Savings

50

Enhanced Levels of Trust

40

Security Improvements

0

Auditability

0

Traceability

0

Table 16 only represents Tetra Pak which is considered the first announced
mover and early adopter of blockchain for its supply chain operations in the
processing and packing industry. Using Tetra Pak as a proxy for the industry we can
infer that the importance scores of this industry are focused in the order listed above.
However, without a sufficient amount of companies in this industry, the importance
rankings cannot be inferred with the same degree of certainty as other industries in
this analysis. Similarly, in their announcements, Tetra Pak did not delineate clearly
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which specific benefits were of significant importance above the other benefits. It
may be safe to believe that they generally care about each benefit with a score equally.

Table 17: Pharmaceuticals
Industry

Companies Represented

Pharmaceuticals

Merck

Pfizer

Pharmaceuticals (Biotechnology)

Amgen

Sanofi

Genentech

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

5

0

0

0

0

0

0

Auditability

0

0

0

5

0

0

0

Enhanced Levels of Trust

0

5

0

0

0

0

0

Enhanced Operational Efficiency

0

0

0

0

0

0

0

Cost Savings

0

0

0

0

0

0

0

Traceability

0

0

5

0

0

0

0

Score Application

70

60

50

40

30

20

10

Pharmaceuticals Importance Totals
Blockchain Benefit

Importance Score

Security Improvements

350

Enhanced Levels of Trust

300

Traceability

250

Auditability

200

Time Savings

0

Enhanced Operational Efficiency

0

Cost Savings

0

Table 17 demonstrates synonymy across the pharmaceutical industry. The
votes are equally represented across each blockchain benefit. Each pharmaceutical
company listed security as the highest with five 1 votes and did not deviate in any
voting allocation thereafter. Given the size and market share that each of these
pharmaceutical companies possess it can be inferred that the industry as a whole
places importance in the exact order listed in the table above. A particular analysis of
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the pharmaceutical industry’s pilot programs with blockchain and an explanation of
these benefits will be discussed in greater detail in the Merck case study hereafter.

Table 18: Retail
Industry

Companies Represented

Retail

Walmart

Retail & Finance (Electronics)

Foxconn

Kroger Co

Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

1

0

0

0

0

0

Security Improvements

0

0

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

2

0

1

0

0

0

Enhanced Operational Efficiency

0

0

3

0

0

0

0

Cost Savings

1

0

0

2

0

0

0

Traceability

2

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Retail Importance Totals
Blockchain Benefit

Importance Score

Enhanced Levels of Trust

160

Enhanced Operational Efficiency

150

Cost Savings

150

Traceability

140

Time Savings

60

Security Improvements

0

Auditability

0

Table 18 results indicate that supply chain management in the retail industry as
a whole places similar importance on trust, operational efficiency, cost savings, and
traceability. Walmart and Kroger place the highest importance on traceability while
Foxconn places cost savings as the highest importance in the placement of its 1 vote.
However, as a group the retail industry places more importance on enhanced levels of
trust as manifested in an importance score of 160. It is also important to note that
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Walmart and Kroger differ in their retail niche from Foxconn which may explain the
deviation in placing importance votes between the three companies.

Table 19: Trade
Companies Represented
Industry

APM Terminals

Trade (Ports and Terminals)

PSA International
Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

0

0

0

0

0

0

0

Security Improvements

0

2

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

2

0

0

0

0

0

0

Enhanced Operational Efficiency

0

0

2

0

0

0

0

Cost Savings

0

0

0

2

0

0

0

Traceability

0

0

0

0

0

0

0

Score Application

70

60

50

40

30

20

10

Trade Importance Totals
Blockchain Benefit

Importance Score

Enhanced Levels of Trust

140

Security Improvements

120

Enhanced Operational Efficiency

100

Cost Savings

80

Time Savings

0

Auditability

0

Traceability

0

In table 19 I find that port and terminal operators in the trade industry placed
their importance votes in symmetry across the supply chain benefits. This yieldz an
evenly spaced distribution of importance points in enhanced levels of trust, security
improvements, operational efficiencies and cost savings. Both APM and PSA have
entered into partnerships with Maersk and have conducted pilots with other shipping
and transportation companies as well. Part of the voting symmetry can be explained
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by both business models being nearly identical in their objectives, outcomes,
processes and regulatory environments.

Table 20: Transportation
Industry

Companies Represented

Transportation (Logistics Software)

TMW

Transportation (Logistics)

FedEx

Transportation(Ocean Shipping)

Maersk

Transportation (Railroad)

BNSF Railway

Transportation (Shipping Containers)

UPS Penske

Pacific International Lines
Importance Level
Total of 1

Total of 2

Total of 3

Total of 4

Total of 5

Total of 6

Total of 7

Time Savings

2

0

1

0

0

0

0

Security Improvements

2

1

0

0

0

0

0

Auditability

0

0

0

0

0

0

0

Enhanced Levels of Trust

0

0

0

2

0

0

0

Enhanced Operational Efficiency

3

1

2

0

0

0

0

Cost Savings

0

4

0

0

0

0

0

Traceability

0

1

2

2

0

0

0

Score Application

70

60

50

40

30

20

10

Trade Importance Totals
Blockchain Benefit

Importance Score

Enhanced Operational Efficiency

370

Cost Savings

240

Traceability

240

Security Improvements

200

Time Savings

190

Enhanced Levels of Trust

80

Auditability

0

Table 20 summarizes various sectors of the transportation industry which are
denoted in the top left of the table. While this gives a slightly more holistic view to
the transportation industry it does so at the cost of accuracy within any one given
segment (i.e. ocean shipping and railroad). From the table above we can gather that
operational efficiency is of the most importance given that transportation as an
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industry generally competes on cost. This is also further corroborated by the second
highest importance score falling to cost savings. The number of 1, 2, 3 and 4 votes
are also distributed in the same order as the importance scores are listed. This is
indicated by operational efficiency receiving the highest amount of 1 votes, cost
savings receiving the highest amount of 2 votes, etc. Further details on the dynamics
and market factors in the transportation industry are explained in greater detail in the
Maersk case study.

Table 21: Summary of Typology Analysis
Summary Table: Level of Importance Totals
Industry
Aerospace & Defense
Airline Transport
Chemicals
Communication Equipment
Consumer Goods
E-Commerce
Foods
Government
Industrials
Minerals
Logistics
Manufacturing
Natural Resources
Oil & Gas Exploration
Packaging & Processing
Pharmaceuticals
Retail
Trade
Transportation

Level of Importance Score
Time Savings Security Auditability Enhanced Trust Operational Efficiency Cost Savings Traceability Highest Priority Benefit
100
0
100
140
120
40
70
Enhanced Trust
210
90
0
180
50
120
0
Time Savings
0
0
0
140
120
0
100
Enhanced Trust
40
30
0
60
70
50
0
Operational Efficiency
0
0
0
120
100
80
140
Traceability
0
0
0
130
60
0
70
Enhanced Trust
0
0
0
360
300
240
420
Traceability
450
60
560
20
400
10
320
Auditability
0
70
50
50
130
230
0
Cost Savings
0
0
0
60
60
0
140
Traceability
80
0
0
180
150
40
210
Traceability
40
380
0
320
160
40
60
Security
0
0
0
60
0
70
50
Cost Savings
0
60
0
190
0
140
150
Enhanced Trust
50
0
0
40
70
60
0
Operational Efficiency
0
350
200
300
0
0
250
Security
60
0
0
160
150
150
140
Enhanced Trust
0
120
0
140
100
80
0
Enhanced Trust
190
200
0
80
370
240
240
Operational Efficiency

Second Priority Benefit
Operational Efficiency
Enhanced Trust
Operational Efficiency
Enhanced Trust
Enhanced Trust
Traceability
Enhanced Trust
Operational Efficiency
Operational Efficiency
Enhanced TrustOperational Efficiency
Enhanced Trust
Enhanced Trust
Enhanced Trust
Traceability
Cost Savings
Enhanced Trust
Operational EfficiencyCost Savings
Security
Cost Savings Traceability

Table 21 answers the question “what benefits do supply chains seek to gain by
adopting blockchain in their industry?” The table displays importance scores and the
highest priority benefits on a segmented industry basis and summarizes all previous
tables. I find that the benefits most sought after in supply chain as a whole are
enhanced levels of trust/transparency and enhanced operational efficiency. This is in
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line with what I had initially supposed given that the focus of supply chain managers
is on increasing the level of efficiency while also building and scaling supply chains
with partnerships based on trust. It is in line with the industry adage “KYS” or
“know your supplier.” From the pilot tests that produced these importance scores,
we can see that blockchain adoption into supply chains aligns with supply chain
industry goals and is expected to produce a net benefit in the opinion of early
adopters.

VII. Limitations of Typology Analysis
Importantly, I note that this analysis and study speculates a relationship
between the statements of executives and supply chain managers regarding their
announced pilot programs and the intended benefits they seek to capture by adopting
blockchain technology into their supply chain operations. While this study does seek
to determine intentionality of blockchain adoption as it pertains to intended supply
chain outcomes on an industry basis, the study does have some limitations in
determining intentionality and causality with precise accuracy. This study simply
explores the relationship between declared importance and intended priority. Below
are a few limitations of this analysis:
1. The importance scores associated with the 7 key benefits do not
accommodate equality scores on a vote of importance basis. This may cause
importance score disparity between two or more reasons for which blockchain
was adopted that may have held equal priority in the eyes of management.
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2. The analyzed companies are not perfectly representative of their entire
industries. The typology analysis cannot determine with perfect accuracy the
expected benefits of blockchain adoption that an entire industry hopes to
obtain. The question of relevance to an industry in regards to the key supply
chain benefits is also limited by the same lack of industry scope.
3. Correlation between two or more of the intended key supply chain benefits
may not be expressly evident in company reports and press releases regarding
blockchain adoption on a per company basis. (For example, a company may
disclose that their expected outcome in adopting blockchain is to enhance
operational efficiencies. Depending on the nature of the enhancements, this
purpose is strongly correlated with cost savings. In my study, operational
enhancements would have received a 1 vote with an importance score of 70
points. If management did not disclose the benefits of cost savings in a
material way, then costs savings would not receive a vote or an associated
importance score despite management’s undisclosed intention of benefiting
from cost savings as a result of enhanced operations.) To adjust for this
disparity, I defined the characteristics of enhanced operational efficiency as
being materially different from cost savings (and all the other benefits as well)
in the section “Blockchain Benefits Applied to Global Supply Chains.”
However different the definition, a correlation between two or more benefits
may be materially existent yet insufficiently expressed in the votes and
importance scores.
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VIII. Case Study Analyses
The four case studies were selected on the basis of showcasing the supply
chain benefits of adopting blockchain that were of the greatest importance to each
company and may slightly vary from the total importance scores for the industries in
which they operate. We see this particularly with Walmart and in the study of time
savings as a blockchain benefit to Maersk. Each of the seven supply chain benefits of
blockchain adoption are represented in the case study analysis.

Walmart – Traceability in the Food Supply Chain
Traceability along the supply chain is essential in determining where and when
bottlenecks, compliance issues and quality issues arise. Increased traceability of goods
along the supply chain leads to more efficient planning, greater consumer trust and
higher quality products. Blockchain creates an immutable chain of custody for food
goods from origin to destination.
Walmart Case Study Backdrop
Every year 1 in 10 individuals get sick because of food borne illnesses globally.
It is estimated that roughly 420,000 of those individuals effected by food borne illness
die each year (World Health Organization 2017). In addition to these unit statistics,
consumers have become more conscious of food borne illnesses in what they buy.
With the advent of smart technology, the average consumer is now more adept at
researching and reviewing the food products they choose to purchase. Regulators
have made a larger conscious effort to introduce greater food safety protocols and
procedures to protect consumers from fraud and food borne illnesses. In 2011 the
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FDA introduced the Food Safety Modernization Act (FSMA) with the purpose of
forcing food companies to place a greater emphasis on food borne illness prevention
as opposed to food borne illness containment. The new statute made it so companies
must be able to continuously track their food products along the supply chain or they
will face regulatory imposed damages (U.S. FDA 2011).
In 2013, Foster Farms issued a recall on all Foster Farms chicken products in
an effort to contain a suspected outbreak of salmonella that is estimated to have
infected some 634 individuals. In 2015, Chipotle suffered from an e-coli outbreak
that afflicted over 55 people. The results were devastating to their brand and to their
market capitalization. Both Foster Farms and Chipotle still cannot to this day pin
down the exact source of the food illness outbreaks that were reported as a result of
their food products. Other brands such as Dole Foods, Taco Bell, and Pilgrims Pride
also suffered from a lack of traceability in their food supply chains resulting in food
borne illness epidemics in the U.S. Against this backdrop, Walmart and IBM created
a partnership to implement blockchain as a solution to these issues.
How Walmart’s Blockchain Functions in Food Supply Chains
In the latter half of 2016, Walmart created a partnership with IBM to use
blockchain in Walmart’s supply chain. The project began as a pilot to track and trace
the origin or pork products in China and produce in the U.S. (IBM 2017). In August
of 2017, after a year of successful results with their pilot program with blockchain,
IBM and Walmart announced a partnership with Tsinghua University in China to
investigate further uses of blockchain in their Chinese and U.S. operations. The
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partnership announced in 2017 tracked pork, mangoes and other food items as they
moved through their network of suppliers all the way up until they reached store
shelves and ultimately the consumer.
In response to regulatory and consumer pressures, Walmart has created a
consumer viewable supply chain solution available across 400 of its stores in
mainland China. Using the distributed ledger technology of blockchain, Walmart has
built an additional application where consumers can scan quick-response codes on
food products with their smart phones that will show them the origin and supply
chain of the food products they are purchasing in real time. The data for the
partnership is stored on a unified storage platform powered by blockchain and has
decreased the time it takes to trace the origin of food products from weeks down to
two seconds. The published results of this partnership are greater traceability,
transparency, time savings in discovering origins of products and potential hazards,
greater satisfaction for end consumers and safer food.
Walmart established a blockchain platform to manage their supplier
relationships that tracks and traces the quality of food products along the supply
chain. Every supplier in the chain uses a unique digital identity permissioned by
Walmart to access and participate in the platform. The smart contracts consensus
feature of blockchain allows each supplier, wholesaler and distributor to store the
data associated with the quality and trajectory of the food goods in the supply chain.
In this framework, Walmart and the other participants mandate that their preapproved quality certifications (expiration data, date of testing, color, etc.) must be
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approved by the necessary regulators and individuals along the supply chain. Each
member along the supply chain would then endorse the food products as they move
along the supply chain until they arrive to the consumer. The consumer can then use
their smartphone to scan the quick-response codes provided by Walmart giving them
a complete view of the food’s journey along the supply chain. Below is a diagram that
illustrates the applications of blockchain across a food supply chain like Walmart.

Input Providers

Non-traditional Tech
Suppliers

Logistics

Blockchain

Aggregators

Processors

Retail Consumers

Regulators

Distributed real-time update of
information

Wholesalers / Restaurants
Figure 1-3 (Source: Deloitte)
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New Developments
In December of 2017, Walmart and IBM expanded the partnership to include
JD.com, Unilever, Dole, Nestle and other food giants. This consortium of companies
widened the scope of their partnership to use blockchain to integrate their online and
offline traceability for food safety and quality management channels. Each company
that joins the partnership in the future will be able to choose the traceability solution
that best fits their need and systems. All partners will benefit from the exchange of
information and from the secure data transparency that blockchain provides.

Maersk – Operational Efficiency, Trust and Time/Cost Savings in Global
Trade
Operational efficiency and time savings and cost savings in global trade are
three of the central pillars upon which firms like Maersk compete. Dealing with
lengthy, complex and time sensitive documentation such as transfer of ownership and
compliance records create longer lead times and greater bottlenecks in the global
trade and shipping industries. An increase in lead times and documentation becomes
costly as companies compete on speed and efficiency in shipping. Using blockchain’s
distributed ledger fabric and consensus capabilities for participants in the global
shipping market increases operational efficiency and time savings by reducing the
need for multiple parties to approve and produce the required documentation across
shipping routes.
Maersk Case Study Backdrop
According to the World Economic Forum, more than $4 trillion in goods are
shipped every year and over 80% of the goods used by consumers daily are carried by
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the ocean shipping industry. Maersk accounts for 15.8% of the world’s shipping fleet
traffic and for the years 2014-2016 experienced a sharp decrease in annual revenues
(Figure 1-7). Published in their annual report were rising costs associated with trade
documentation and administration. According to Maersk, the costs associated with
trade documentation and administration of those goods are estimated to be one-fifth
of the actual physical transportation costs. Maersk conducted a study in 2014 that
revealed that on average there are 30 people or organizations involved in the
shipment of a single container. This results in over 200 separate transactions with
each transaction requiring a new set of documents. The shipping industry as a whole
is slowed by communication across transportation providers, freight forwarders,
regulators, governments, ports, customs brokers and ocean carriers (Lieber 2017).
Couple this challenge with a global decrease in shipping volumes for the years 20142016 and adopting blockchain begins to make more sense (See figure 1-8).
In addition, the World Economic Forum also projects that by reducing
barriers in the international supply chain system, global trade could increase by nearly
15% which could theoretically boost employment and stimulate growth in economies
worldwide (Maersk 2017).
How Maersk’s Blockchain Functions in Global Shipping and Trade Supply Chains
In June of 2016 Maersk and IBM began a partnership to incorporate
blockchain technology into Maersk’s complex global supply chain. After a year and a
half of successful development and piloting, Maersk and IBM announced an official
joint venture to provide more efficient and secure methods of conducting global
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trade. The joint venture is its own entity that is separate from Maersk and IBM but
co-owned and distributed by both companies. This joint venture was organized to
create a digitized global trade platform built on open standards that can be used by all
participants in the global shipping ecosystem including port authorities, customs
organizations, logistics providers and governments.
Maersk and IBM’s blockchain framework takes specific advantage of
blockchain’s open-source fabric application. Maersk and the organized consortium of
other participants in the shipping industry use blockchain to cut down on
documentation costs through the use of blockchain’s distributed ledger technology.
Each participant’s transfer of ownership of goods is recorded in a permanent
inalterable ledger that all can view. Through the use of smart contracts participants
have experienced better streamlined documentation without the need for gaps and
lead times to draft new documentation or wait on lengthy approvals. This increase in
efficiency has cut both documentation and 3rd party costs while also streamlining
shipments. In addition, Maersk noticed a decrease in fraudulent and error based
labeling of containers given that blockchain was able to successfully present the
movement of goods in real time to all network participants. The permissioned and
consensus functionalities of blockchain have allowed regulators such as the Customs
Administration of The Netherlands and the U.S. Department of Customs and Border
protections to manage their own nodes in the network and automate the approval
and regulatory checkpoints along the shipping supply chain.
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Additional customs and government authorities, including Singapore Customs
and Peruvian Customs, are exploring the option to collaborate with the platform to
facilitate trade flows and enhance supply chain security. The global terminal operators
APM Terminals and PSA International will use the platform to enrich port
collaboration and improve terminal planning. Maersk has also garnered support from
the Guangdong Inspection and Quarantine Bureau by connecting to its Global
Quality Traceability System for import and export goods.
Maersk and IBM have also begun to conduct research on empowering their
blockchain application to solve the empty container issue by giving more parties
access to the availability of nearby ships with real time tracking of empty containers.
Maersk has also enlisted its own supply chain solutions company Damco, which
handles departure points and arrival points, to work with international regulators on
their blockchain network in a streamlined and efficient way.
In short, the distributed permissible application of blockchain has enabled
Maersk to exchange transfer of ownership data, automate and speed up document
workflows, create fraud resistant container tracking and track shipments from
beginning to end without costly interactions among all the parties in the supply chain.
They have successfully been able to track millions of containers and shipments while
interfacing with regulators and other handlers along the way with complete trust. So
far the blockchain pilot test and the joint venture have been successful in increasing
operational efficiency, transparency, cost savings and time savings. This is exemplified
by their industry’s importance scores in the typology analysis.
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Dubai Government – Auditability & Compliance in the Supply Chain
Auditability and compliance simplicity are essential for regulators to do their
jobs effectively. With an increase in supply chain complexity, documentation costs,
and fraudulent/illegal goods passing through borders; regulators and government
agencies are in need of greater auditability and compliance simplification. A careful
balance exists between protecting the end consumer and stimulating business and
economic growth. This tight rope has been difficult to walk for companies and
regulatory bodies alike given challenges in visibility into the operations of the
companies they regulate. Blockchain incentivizes both parties by simplifying the
compliance system through its automated consensus technology and reduces the need
for large amounts of documentation through its distributed ledger technology.
Visibility into complex supply chains makes it simple for regulators to audit the flow
of goods and documentation along the supply chain through blockchain’s
permissioned applications of distributed ledger technology.
Dubai Case Study Backdrop
According to the Organization for Economic Cooperation and Development,
counterfeit goods is a $250 billion industry annually. The prevalence of these
counterfeit goods is only exacerbated by a lack of transparency within the supply
chain. Regulators are increasingly demanding greater transparency within supply
chains regarding the composition and origin of products as well as greater visibility
into tier 2+ suppliers. Integrating internal and external data dependencies with
complex multi-national regulatory and documentation requirements has also become
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a challenge in the supply chain environment. Governments and businesses alike are
struggling to adjust to the rapid advancement of new product introductions, the
evolving nature of the third-party provider landscape and changes in distribution
networks.
How Dubai is Using Blockchain for Enhanced Auditability and Compliance Simplification
In February of 2016 Dubai announced the creation of the Global Blockchain
Council with a goal to implement every facet of blockchain technology into their city.
In May 2016 the council outlined seven proof of concepts for how the city of Dubai
could implement blockchain. The first two that they have begun to tackle are:
1. Apply blockchain to trade finance in order to more effectively exchange
goods and streamline the financing for those goods.
2. Streamline ID verification to reduce business registration times.
In February of 2018 IBM and Dubai launched a partnership in conjunction
with eight organizations

across three different countries for tracking the import

and export of goods into Dubai. The blockchain components that Dubai has adopted
for this supply chain task are blockchain’s distributed ledger fabric to provide supply
chain participants and regulators with real-time shipment data and blockchain’s
consensus applications like smart contracts to simplify the regulation and oversight of
shipments in and out of Dubai (Smart Dubai 2016.
Regulators in Dubai will be able to provide the specifications and
documentation necessary for trade participants and also be able to automate the
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completion and submission of the required documentation in real time through the
use of smart contracts and the permissioned version of blockchain. They would have
visibility into the movement of goods, the submission of documentation and have the
power to grant or withhold permission to participants on the blockchain. The
distributed ledger function allows for government officials to track each movement
of trade goods with the security of knowing that unless it passes through a
government permissioned participant, the shipment will not enter Dubai.
New Developments
Beyond blockchain’s application to trade finance, The Smart Dubai Council
projected that blockchain’s adoption into other governmental spheres beyond
simplifying the compliance process and giving greater auditability for trade would
include other benefits. They stated:
“Required documentation, such as visa applications, bill payments and
license renewals, which account for over 100 million documents each
year, will be transacted digitally under the new strategy. Blockchain
technology would contribute savings of up to 114 MTons of CO2
emissions from trip reductions, and redistribute up to 25.1 million
hours of economic productivity in saved document processing time. In
adopting blockchain technology, Dubai stands to unlock 5.5 billion
dirham in savings annually in document processing alone — equal to
the one Burj Khalifa’s worth of value every year.” (Smart Dubai 2016)
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While the pilot test has revealed few published statistics, government
officials remain hopeful regarding the success of blockchain adoption in
providing auditability and simplicity in the compliance process.

Merck – Security in the Pharmaceutical Supply Chain
Security in the pharmaceutical supply chain is paramount. Given that
pharmaceutical companies’ greatest asset is their intellectual property, there exists a
great need to secure that intellectual property from competitors and cyber-attacks.
Pharmaceutical companies spend billions each year in research and development with
the goal of creating, marketing and distributing their intellectual property in the form
of medicines and medical devices. In addition to protecting their research from
competition, pharmaceuticals face the daunting task of protecting their brands and
the end consumer from counterfeit pharmaceutical product. Through the application
of blockchain’s distributed ledger, consensus, cryptographic, and permissioned
features, the security of pharmaceutical supply chains can be greatly enhanced.
Merck Case Study Backdrop
In 2013 U.S. Congress enacted The Drug Supply Chain and Security Act with
provisions that mandated pharmaceutical companies and drug distributors have a full
unit-level track-and-trace system in place for products as they move through the
supply chain in place by the end of 2023. All participants in the pharmaceutical
supply chain are mandated to report any illegitimate drugs in the network within 24
hours. The FDA has also been increasing pressure on pharmaceutical companies to
develop systems that can track, report and share information with the FDA across
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the various stages of the supply chain. This regulation was introduced largely to
counteract a counterfeit drug market that has negatively affected millions of
individuals worldwide. The World Health Organization (WHO) estimates that 1 in 10
medical products circulating in low- and middle-income countries is either
substandard or falsified. Up to one-third of drugs in developing countries are
counterfeit with an estimated 30% not having active ingredients. The WHO also
estimated that 72,000 children die of pneumonia and 69,000 people die of malaria as
a result of falsified or substandard treatments (World Health Organization 2017).
Several reports of domestic American use of falsified and counterfeit drugs have also
been cited in many reports by the FDA and other regulatory bodies.
In addition to the negative effects of counterfeit drugs on the end consumer,
the WHO estimates that $200 billion of counterfeit pharmaceutical products are sold
every year with 50% of those occurring online. The WHO also estimates that 8% of
medical devices in circulation are also counterfeit (World Health Organization 2017).
This represents lost revenue to pharmaceutical companies and their distribution
partners and grave danger to consumers worldwide.

How Merck is Using Blockchain for Enhanced Security in the Pharmaceutical Supply Chain
In late 2017 Merck announced a partnership with SAP, AmerisourceBergen
and Cryptowerk to create an advanced track and trace blockchain network that can
run on a mobile app. The technology uses barcode scanning to enable real-time
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visibility into the location of drugs wherever they may be in the supply chain. The
blockchain network allows Merck employees, distribution partners and regulators to
identify and track drugs by serial number, batch and expiration date.
Through blockchain’s immutability features such as permission and
cryptography and consensus features such as smart contracts and PBFT, Merck is
able to maximize the security of all participants in the supply chain. Blockchain’s
smart contract functionality, along with the use of IoT devices, enables continuous
drug tracking capability for participants in the pharmaceutical supply chain. The
origin of a drug, its conditions, authority rights, and checkpoint approvals are able to
be accessed at any point in time. This enhances the audit trail of every unit in the
distribution channel. Any deviation from the preset conditions, such as location, can
be captured through an IoT device. The data can then be inputted and tracked via
smart contracts on the blockchain. The smart contract rules then execute
notifications and actions to be taken by the affected participants in charge of that
phase of the supply chain. Smart contracts can be coded to perform specific tasks and
trigger many different responses depending on the conditions being monitored. This
provides Merck, their partners and regulators with the ability to automatically respond
to unplanned occurrences.
One example of a pre-defined condition is using detection capabilities for
negative conditions and recalling a drug on time to reduce network participants’
compliance risk. This also prevents the sale of counterfeit products and protects end
consumers from health risks. Enhancing the contracts with a cryptographic digital
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signature provides network participants with accurate tracking throughout a drug’s
lifecycle that cannot be hacked or accessed by non-permissioned participants. Using
the consensus, provenance and immutability features of blockchain, the
pharmaceutical supply chain network participants are able to track their drugs in real
time, prevent the sale of counterfeit drugs and eliminate the need for certification
processes by a sole authoritative source. They are also able to secure their intellectual
property from hacking and theft along the information flows of the supply chains
shared with research and development partners and contract research organizations
(Deloitte 2017). Below is a diagram that illustrates a blockchain enabled
pharmaceutical supply chain like Merck.
Pharma Company

Regulator

Patient

Logistics Providers

Blockchain

Pharmacy/Hospital

Blockchain

Raw Materials
Suppliers

Production

Figure 1-4 (Source: Deloitte)

Distributed up to date
real time information

Distributors

https://scholarsarchive.byu.edu/marriottstudentreview/vol2/iss2/5

70

honi and Webb: THE DIGITAL GLOBAL SUPPLY CHAIN: THE GROWING CASE FOR BLOCKCHAIN TECHNOLOGY EXPANSION WITHIN GLOBAL SUPPLY CH

71

Blockchain’s smart contract technology can also be used to follow regulatory
statutes across the supply chain. Specific regulations can be coded into the transfer of
drugs from one network participant to the other all the way down to the consumer.
Once this process has been completed for a specific drug, blockchain’s distributed
ledger technology allows regulators to retrieve a full history of product flows along
the supply chain that can prove and ensure enhanced security.
Details regarding Merck’s adoption of blockchain are forthcoming but an
analysis of blockchain’s capabilities reveals a large additional benefit in enhanced
security across the pharmaceutical supply chain. This case study analysis ties in
perfectly with the typology analysis for the pharmaceutical industry.

IX. Potential Barriers to Widespread Blockchain Adoption in Supply
Chains
Although blockchain adoption has experienced significant growth in supply
chain, industry adoption of blockchain is still young. Benefits of adoption have yet to
be quantified in datasets large enough to glean positive correlation between
blockchain adoption and company performance. It is important to make a small note
of the potential barriers to widespread adoption of blockchain technology in supply
chain applications. Below are a few potential barriers discussed by industry
professionals.
Standardization of Blockchain Networks
The rapid pace of blockchain network development by firms in many
industries make industry-standard blockchain networks difficult to create and
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somewhat premature. There is a potential for multiple blockchain networks to be
created for a single application within an industry. A scenario such as this would
make widespread industry adoption difficult as the standards between the different
blockchain networks would differ greatly from one another. Blockchain use cases are
also evolving at a rapid pace which will delay the standardization process. This would
make the benefits of blockchain siloed to certain segments of an industry (Cognizant
2017).
Latency
While blockchain networks have been known to be fast – the sheer size and
volume of transactions across particularly complex global supply chains may be
exaggerated given that pilot test results in this area of focus are still forthcoming.
Entire transaction lifecycles must be considered in relation to the speed necessary to
provide value to certain industries. If transaction cycle times are too great, this could
impede widespread blockchain adoption (Cognizant 2017).
Collaboration Challenges
Firms may not be accustomed to sharing data across their supply chain with
their partners. Cognizant conducted a survey of 281 supply chain professionals in
different industries in regards to potential challenges in collaboration with striking
results.
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Respondents were asked to indicate the level of difficulty in the following areas
while working with external partners/stakeholders.

Establishing connectivity with partner systems

91%

Agreeing to a shared data model between parties for
use in the blockchain

81%

Identifying and finalizing blockchain use cases
Convincing partners to share experiment data
Developing monetization approaches
Choosing which blockchain platform to work on

Figure 1-5 (Source: Cognizant)

High

Medium

This figure illustrates that challenges in collaboration may adversely affect
widespread adoption of blockchain within global supply chains.
Data Interoperability
Companies will have to go through the lengthy process of deciding what data
belongs in the blockchain network. They must also agree upon the structure, format
and meaning of the data each company shares. In addition, companies will have to
determine what data they are willing to share with others in the network and what
data they are not willing to share (Gartner 2018).

X. Summary
This alignment of blockchain technology’s capabilities, early adopter’s
expectations of the benefits of blockchain adoption and the industry agnostic
mandate for supply management to increase efficiency and trust/transparency among
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supply chain participants in the typology analysis is telling. First, the study may be
predictive of an industry paradigm shift pertaining to supply chain network
operations. This potential shift may leave late adopters behind the technological
curve and unable to compete with early and mid-stage adopters. Industries that are
particularly supply chain intensive (i.e. manufacturing, transportation and logistics)
may experience greater market consolidation as entrance to efficient and large scale
blockchain networks may be tightly scrutinized and limited by incumbent early
adopters. As a result, governmental regulation of privatized blockchain networks may
become a priority for governments worldwide to facilitate free markets and global
competition based on accessible entrance to all market players. Intermediary supplier
consolidation may be experienced even with regulatory mandated access to supply
chains as inefficiencies in supply chains are more exposed.
In the opposite view, widespread blockchain adoption may enable market
expansion in some industries where intermediaries in the supply chain are the
gatekeepers to industry success. Blockchain’s decentralized network may allow greater
ease of access to goods and facilitate less expensive and party intensive transactions
to take place at a faster pace for the end consumer. Ultimately, outcomes of
blockchain adoption in global supply chains is still early and difficult to conclusively
predict.
The goal of the typology analysis and case study analysis is to gain an insight
into the objectives for which companies are adopting blockchain on a key benefit
basis. Keeping in mind the limitations of this analysis, I believe this study has
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relevance in helping supply chain industry professionals gain a more pointed
understanding of the direction of blockchain adoption and integration. Industry
participants speculating on whether or not to adopt blockchain into their supply
chain networks may use this analysis as another variable to inform their judgement
and gain insight into their peers’ motivation for adopting blockchain. In truth, it is a
peer analysis as much as it is a typology analysis. While the information contained in
this thesis is publicly available and subject to limitations in its analytical integrity, it
represents a consolidated view point of 64 companies that the global supply chain
field may find useful.

XI. Conclusion
There is still much to be studied in order to understand the reasons for which
industries are adopting blockchain. This study is but one variable to consider,
especially as results from pilot programs and beta tests are premature and have yet to
yield quantified sets of data that are available to the public for dissemination and
further analysis. Nonetheless, it is clear that the seven key benefits of blockchain
adoption to global supply chains are promising enough to warrant pilot and beta
testing by industry participants.
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XII. Appendix
Figure (1-6): Statistic for travel growth among the different global regions.
Outbound Tourism Visitor Growth Worldwide from 2008 to 2018, by Region
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Figure (1-7): Revenue analysis showing decline in years 2014-2016
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Figure (1-8): Statistics for growth in world exports as a catalyst for decreasing
shipping volumes.
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